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START OF CHANGE
X Security for non-public networks

X.1 General
The feature for support of non-public networks (NPN) by 5GS is described in 23.501 clause 5.30. This clause provides the details on security aspects of NPNs. 

X.2 EAP framework, selection of authentication method, and provisioning of authentication vector

The EAP authentication framework is supported by the 5GS. The UE and the serving network may support 5G AKA, EAP-AKA', or any other EAP authentication method depending on the SNPN operator configuration 

NOTE 1: It is the SNPN operator's decision which authentication method is supported and selected. Annex B gives an example of using the EAP framework with EAP-TLS using client and server certificates, one example of so-called non-3GPP credentials. Other EAP authentication methods are specified in the specific RFCs.

NOTE 2: The storage of credentials in UEs operated in a SNPN is out of scope of this release and dependent on NPN operator policy for its subscribers.

For EAP-AKA', the roles taken by UE, SEAF and AUSF are according to the description given in clause 6.1.1.2.

For any non-AKA based EAP method, the UE takes the role of the peer, the SEAF take the role of the pass-through authenticator, but the AUSF may take different roles depending on the selected EAP method and whether the subscriber management is taken care by UDM or by an AAA server outside of 5GS: 

· The AUSF may take the role of the backend authentication server, e.g. as described in Annex B, or 

· the AUSF may be both, the backend authentication server and an authenticator, if the subscriber database is an entity outside of scope in 3GPP acting as the backend authentication server, e.g. an AAA server.
Selection of the authentication methods is dependent on NPN configuration. 

· If the subscription database is managed inside 5GS, i.e. NF UDM with UDR and ARPF, then the selection of the authentication method is as described in clause 6.1.2, but any EAP method can be selected.

· If the subscription database is managed outside 5GS, i.e. a credential repository such as AAA, then the selection of the authentication method is outside of scope of this specification. AUSF shall be provided with the selected authentication method. 
X.3 Extending the unified authentication framework and role of AUSF

The unified authentication framework provides authenticated access to the 5GS via 3GPP access and untrusted non-3GPP access using the NF UDM for subscription management. In SNPNs the subscription management can be outsourced to an external credential repository. E.g the SNPN provider has already an established solution for managing its subscribers and does not want to duplication the subscription database. In this case, e.g. an external AAA server may provide the authentication vector to AUSF instead. 
The AUSF is the central element in support for the unified authentication framework receiving its instructions on the selected authentication method either from the 5GS NF UDM or from the AAA server. 

The authentication framework is unified in the sense, that any EAP authentication method can be used by the AUSF, as long as the AUSF is able to receive an authentication vector, has knowledge about the selected authentication method is selected, and is able to dervice derives the KSEAF from KAUSF.
X.4 Key hierarchy and key derivation

KSEAF is the anchor key derived by ME and AUSF from KAUSF. From KSEAF onwards the SNPN NF AMF shall use the same key derivation as described in clause 6.2.1.

Depending on the selected authentication method, the KSEAF is generated as follows:

· For 5G AKA and EAP-AKA' refer to clause 6.2.1 for derivation of KAUSF.

· Any other EAP method is allowed as long as it is a key-generating method. In this case,  the AUSF shall be provided with an EMSK and shall calculate the anchor key has described in Annex B, i.e. by using the most significant 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in Annex A.6. The AUSF sends an EAP-Success message to the SEAF together with the SUPI and the derived anchor key KSEAF in the Nausf_UEAuthentication_Authenticate Response.
NOTE: This is the same procedure as described for EAP-TLS step 20 in Annex B.
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· Figure X.2.5-1: KAUSF derivation for generic non-AKA EAP methods
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